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1. Introduction  

1.1. Definition of e-INFRA CZ AAI  

The authentication and authorisation infrastructure of the e-INFRA CZ e-infrastructure 
(hereinafter referred to as e-INFRA CZ AAI) is designed for the management of user accounts 
and their secure verification (authentication) and approval (authorisation) when accessing 
services connected to e-INFRA CZ AAI.  

Thanks to e-INFRA CZ AAI, users can utilise e-INFRA CZ services without the need to create 
new accounts for each individual service. Authentication and authorisation are managed 
centrally, which increases security and user comfort. This ensures the secure and convenient 
sharing and use of scientific resources between various institutions at both national and 
international levels. 

Services can easily manage user access via e-INFRA CZ AAI and implement the Conditions 
for access to e-INFRA CZ infrastructure. Services may decide not to use AAI and resolve 
authentication and authorisation in another suitable manner. 

e-INFRA CZ AAI is built according to the international AARC Blueprint Architecture 
recommendation and provides the following functions: 

• User registration. 
• Service registration. 
• Management of information about users. 
• Management of information about services. 
• Management of user access to services. 
• Management of the release of user information to services. 
• Translation between different authentication protocols (SAML2, OIDC, OAuth 2.0) and 

the unification of multiple different authentication methods for a single user into one 
account. 

e-INFRA CZ AAI is intended for users defined in section 1.5 and organisations operating 
services defined in section 1.4. 

1.2. Definition of Basic Terms  

• The terms e-INFRA CZ and Operators of the e-INFRA CZ consortium are defined 
in the document Conditions for access to e-INFRA CZ infrastructure. 

• Virtual Organisation (hereinafter VO) is a group of users that has established rules 
for membership and life cycle. In a VO hierarchy, the superior VO is called the parent 
VO and the subordinate VO is called the member VO. 

• Service is an instance of a software system that users can access and use over a 
network. A service may have a web user interface, but it may also be accessible via 
other protocols, e.g., SSH, NFS, S3. 

• User is defined in section 1.5. 
• User Account is either the representation of a natural person (e-INFRA CZ AAI User) 

or the representation of non-personal (usually machine) access (so-called service 
account). 

  

https://www.e-infra.cz/cs/file/8c17a18b8d2d21bade1fe2b4b0efe81c/525/20210408_Podminky_e-INFRA-CZ_EN.pdf
https://www.e-infra.cz/cs/file/8c17a18b8d2d21bade1fe2b4b0efe81c/525/20210408_Podminky_e-INFRA-CZ_EN.pdf
https://aarc-community.org/architecture/
https://www.e-infra.cz/cs/file/8c17a18b8d2d21bade1fe2b4b0efe81c/525/20210408_Podminky_e-INFRA-CZ_EN.pdf
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1.3. Operator of e-INFRA CZ AAI  

The operator of e-INFRA CZ AAI is CESNET, an association of legal entities, which was 
entrusted with the operation based on an agreement of the Operators of the e-INFRA CZ 
consortium. 

1.4. Operators of Services  

The operator of every Service connected to e-INFRA CZ AAI must always be an organisation 
with legal personality (a legal entity). The Service Operator is responsible for its operation. 
User access to Services is governed by access conditions established for each service by its 
operator. The operator must publish the conditions of access to the given Service on their 
website or the service's website. 

1.5. Users of e-INFRA CZ AAI  

A user is a natural person who registers to e-INFRA CZ AAI. 

1.5.1. User Levels  

e-INFRA CZ AAI distinguishes two levels of users, according to which services can manage 
user access to the service: 

1. Registered User: Can be anyone capable of authenticating themselves using one of 
the supported methods and registering a user account. Supported authentication 
methods are: 

• Account in an organisation involved in the Czech academic identity federation 
eduID.cz. 

• Account in an organisation involved in the international inter-federation 
eduGAIN. 

• Selected accounts not guaranteeing the actual identity of the person, e.g., 
ORCID, MojeID, Microsoft, Apple, Google, LinkedIn, GitHub. 

• Authentication mechanism operated by e-INFRA CZ. 
2. Eligible User of e-INFRA CZ: Can be: 

• An employee and student of the following types of organisations registered in 
the Czech Republic:  

o public, state, and private primary, secondary, and higher 
education schools; 

o the Czech Academy of Sciences and organisations established 
by it ; 

o research organisations within the meaning of Act No. 130/2002 
Coll., on the Support of Research, Experimental Development 
and Innovation from Public Funds ; 

o other organisations established for the purpose of implementing 
scientific, research, educational, cultural, development, or 
innovation activities. In such a case, the relevant organisation is 
obliged to ensure that its employees use the e-infrastructure only 
in connection with the aforementioned activities and in 
accordance with Act No. 130/2002 Coll. 

https://www.e-infra.cz/en/about-us/consortium
https://www.e-infra.cz/en/about-us/consortium
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• An employee or student of a foreign organisation meeting the conditions 
defined above for national users. Additional individually determined access 
conditions may apply to these users. 

• A person who is not an employee of any of the above types of organisations, 
provided they use the e-infrastructure exclusively for scientific, research, 
educational, development, or innovation activities within the meaning of Act No. 
130/2002 Coll.. 

User eligibility is regularly checked, and e-INFRA CZ AAI issues a flag to services indicating 
whether the user has the level of an eligible user. Users who fall into the Research & Education 
community according to eduID.cz federation rules and authenticate to e-INFRA CZ AAI with 
an account from an organisation involved in the eduID.cz federation automatically obtain the 
eligible user flag. Other users who may be eligible but do not obtain the flag automatically may 
request it. There is no legal claim to the eligible user flag, and the e-INFRA CZ AAI operator 
decides on its assignment in disputed cases. 

1.6. Technical Conditions of e-INFRA CZ AAI Operation  

1. e-INFRA CZ AAI is provided in a "best effort" mode without a guarantee of specific 
availability; the expected availability is 99% of the time. 

2. The e-INFRA CZ AAI operator exerts all possible effort to ensure e-INFRA CZ AAI is 
available with minimal outages and implements backup and recovery measures for this 
purpose. 

3. The e-INFRA CZ AAI operator has an established Information Security Management 
System (ISMS) and holds certification according to ČSN EN ISO/IEC 27001:2023. 

4. All time data in e-INFRA CZ AAI are stated in the Central European Time zone. 

1.7. Organisational Conditions of e-INFRA CZ AAI Operation  

1. Documentation for e-INFRA CZ AAI is available at https://docs.e-infra.cz, and the user 
is obliged to study it before contacting support. 

2. User support is available at support@e-infra.cz, and correspondence is recorded in 
the request management system. 

3. Requests are processed on working days between 9:00 and 17:00, with a response 
time generally by the end of the following working day. 

4. The operator regularly performs planned maintenance activities to increase the quality 
of provided services and keep outages to a minimum; these will primarily be performed 
outside working hours between 17:00 and 9:00. 

  

https://www.eduid.cz/en/tech/categories/eduidcz
https://docs.e-infra.cz/
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2. Processing of Personal Data  

Collected personal data and their processing in e-INFRA CZ AAI are governed by the 
document Information on the Processing of Personal Data in e-INFRA CZ. Furthermore, the 
following applies to the processing of personal data: 

1. Upon registration and subsequent authentication to e-INFRA CZ AAI, the user 
transfers their personal data to the e-INFRA CZ AAI operator. 

2. Processing of personal data in e-INFRA CZ AAI is governed by the rules of the 
individual virtual organisations of which the user is a member. 

3. Upon registration into the "e-INFRA CZ" virtual organisation, representing all users of 
the e-INFRA CZ e-infrastructure, personal data are transferred to the Operators of the 
e-INFRA CZ consortium, who are joint controllers of personal data. 

4. Upon registration into other virtual organisations, the user is always notified in the 
application form which organisation (legal entity) is the personal data controller in the 
given virtual organisation. 

5. Personal data of virtual organisation members are accessible to administrators of the 
virtual organisation and administrators of groups within the same virtual organisation. 
Any user can be an administrator of a virtual organisation or group without having to 
be a member of the given VO or group. 

6. Personal data are processed for the duration of the user account's existence unless 
explicitly stated otherwise (subsequently, personal data are deleted or anonymised). 

7. Personal data of e-INFRA CZ AAI users are processed exclusively within the territory 
of the Czech Republic. 

2.1. Transfer of Personal Data to Services  

The operator of the given service, within the meaning of section 1.4, is always responsible for 
the management of personal data inside each service. The e-INFRA CZ AAI operator releases 
to the service operator those personal data necessary for providing the service to the user. If 
personal data are transferred to another personal data controller in this way, the user is notified 
of this fact when requesting access to the service (depending on the technical capabilities of 
the service, either upon user authentication to the service or upon registration to the group to 
which the service is made accessible). 

  

https://www.e-infra.cz/en/personal-data-processing
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3. Life Cycles  

3.1. Life Cycle of User Account and Membership in Virtual Organisations  

The physical person of the user is represented in e-INFRA CZ AAI by a user account. One or 
more memberships in virtual organisations are linked to the user account.  

A user account is created upon registration into the first virtual organisation.  

The VO "e-INFRA CZ" occupies a special place among virtual organisations; it is intended for 
all users of the e-INFRA CZ e-infrastructure and is the top parent VO in the hierarchy. Each 
membership in a virtual organisation has its own life cycle defined by the administrator of the 
given virtual organisation. 

3.1.1. Registration (Application) to a Virtual Organisation  

1. The user submits an application to a virtual organisation by filling out and sending a 
registration form (application). 

2. Depending on the settings of the virtual organisation, the application may be approved 
automatically or by administrator intervention. 

3. Upon approval of the application, active membership in the given virtual organisation 
is created for the user. 

3.1.2. Active Membership  

1. During the period of active membership, the user may use services made accessible 
to the given virtual organisation. 

2. The validity period of active membership is set individually for each virtual organisation 
(e.g., one year, two years from last use, or manually managed by an administrator). 

3. Before the expiration of the active membership validity period, a notification with a link 
to a renewal request may be sent to the user (according to the virtual organisation's 
settings). 

3.1.3. Inactive Membership  

1. Inactive membership may be caused by: expiration of the active membership validity 
period; blocking of membership in the VO for security reasons. 

2. During the period of inactive membership, the user may have limited access to services 
made accessible to the given virtual organisation. Personal data and settings related 
to the given virtual organisation remain preserved. 

3.1.4. Termination of Membership  

1. User membership in a virtual organisation terminates by the removal of the user 
account from the virtual organisation, which can occur automatically or by administrator 
intervention. 

2. Termination of membership results in the deletion of personal data and settings related 
to the given virtual organisation. 

3.1.5. Life Cycle in Hierarchical Virtual Organisations  

1. Virtual organisations can form a hierarchy. 
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2. Registration into a member virtual organisation automatically creates membership in 
the parent virtual organisation. 

3. User membership in a member VO is governed by its life cycle. The life cycle of 
members of the parent VO is governed by the life cycles of subordinate member VOs 
as follows: 

o If the user is an active member of at least one of the subordinate member VOs, 
they are an active member of the parent VO. 

o If the user does not have active membership in any of the subordinate member 
VOs in the hierarchy, their life cycle in the parent VO is governed by its own life 
cycle. 

3.1.6. Termination of User Account  

1. If a user is not a member of any virtual organisation, their user account will be deleted 
after a period of six months. 

3.1.7. Life Cycle of Membership in the Joint VO e-INFRA CZ  

1. Any registered user of e-INFRA CZ AAI may be a member of VO e-INFRA CZ. 
2. The joint VO e-INFRA CZ is a parent hierarchical VO, and the membership life cycle 

is governed by rules according to section 3.1.5. 
3. Memberships of users in VO e-INFRA CZ that are not influenced by membership in 

subordinate member VOs according to point 3.1.5 are valid for 2 years from registration 
into VO e-INFRA CZ or from the moment of loss of the last active membership in any 
of the subordinate member VOs, whichever occurs later. 

4. Users whose active membership in VO e-INFRA CZ expires within the following 2 
months, or has already expired, have the option to request its extension or reactivation 
for another 2 years from the approval of such request. 

3.2. Life Cycle of a Virtual Organisation  
 

3.2.1. Creation of a Virtual Organisation  

A Virtual Organisation (VO) is a structure created within e-INFRA CZ AAI that allows the 
grouping and management of users, services, and resources for a specific purpose. It serves 
mainly organisations and communities from the academic, research, or educational 
environment that need to securely share and use data, tools, and computing capacities. A VO 
enables easy coordination of resources, management of user accounts, and setting of access 
permissions, which supports effective collaboration on research initiatives. 

• Conditions for creating a VO are listed in the section 6. Providing a Virtual 
Organisation. 

• The VO is created by the e-INFRA CZ AAI operator at the request of an applicant. 
• The applicant must specify the duration of the need for the VO, or it will be set for an 

indefinite period with regular review. 
• A VO may be created only after fulfilling related obligations – adhering to internal rules 

for the service life cycle, concluding a personal data processing agreement with the e-
INFRA CZ AAI operator, etc.. 

3.2.2. Operation of a Virtual Organisation  

• Within the VO operation, the administrator manages memberships and VO settings 
according to their needs and the system's capabilities. 
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• The VO administrator arranges access to services connected to e-INFRA CZ for 
members of their virtual organisation with the relevant service administrators. 

• The VO administrator may limit access to a service to specific groups of users defined 
within the VO. 

3.2.3. Termination of a Virtual Organisation  

• If the VO administrator does not set a fixed period for the VO's necessity, the necessity 
is checked every year. If they do not respond to the e-INFRA CZ AAI operator's call, 
the VO will be cancelled after a period of two months. 

• A VO may be cancelled at the administrator's request at any time. 
• The VO is cancelled by the e-INFRA CZ AAI operator upon the administrator's request. 
• A VO may be cancelled only after fulfilling related obligations – adhering to internal 

rules for the service life cycle, termination of the personal data processing agreement 
with the e-INFRA CZ AAI operator, etc.. 

3.3. Life Cycle of a Group  
 

3.3.1. Creation of a Group  

A group is a set of members of the same VO who share common access to certain resources 
and services. Each group is subordinate to a specific VO. Groups can form a tree hierarchy 
(members of all subgroups are simultaneously members of supergroups), and it is possible to 
create set inclusion relations of membership between them (outside the hierarchy). The virtual 
organisation administrator is responsible for creating, managing, and deleting groups and may 
designate another user as a group administrator (hereinafter delegated group administrator). 

• Group creation is the responsibility of the VO administrator. 
• Delegated group administrators have the right to create subgroups in the hierarchy. 
• The right to create groups directly subordinate to the VO can be delegated separately. 
• A registration form and notifications can be created for a group, and a life cycle for 

group members can be established (with limitations given by the life cycle of the given 
VO and the life cycle of membership in the VO). 

3.3.2. Operation of a Group  

• The VO administrator manages membership in the group and group settings according 
to their needs and system capabilities, or delegates this to a delegated group 
administrator. 

• The VO administrator decides on the assignment of groups to individual services to 
which the VO has access. 

• Checking the necessity of a group is the responsibility of the VO administrator. 

3.3.3. Termination of a Group  

• The VO administrator, or delegated group administrator, decides on the termination of 
a group. 

• With the termination of a VO, all its groups are terminated. 
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3.4. Life Cycle of Membership in a Group  
 

3.4.1. Creation of Membership in a Group  

Membership in a group can be either direct or indirect. Direct membership is created by adding 
a VO member directly to the group. Indirect membership is created based on links between 
groups (group hierarchy or set inclusion of groups). 

3.4.1.1. Creation of Direct Membership  

• By addition by the VO administrator or group administrator. 
• By registration using an application form. 
• By synchronisation from an external system. 

3.4.1.2. Creation of Indirect Membership  

• In a tree hierarchy of groups, members of subgroups are indirect members of 
supergroups. 

• In set inclusion, members of the included group are indirect members of the target 
group. 

3.4.2. Active Membership in a Group  

• A member may have at most one direct membership and any number of indirect 
memberships in one group simultaneously. 

• During the period of active direct or indirect membership, the user may use services 
made accessible to the given group. 

• The duration of direct active membership may be set indefinitely or may have a set 
expiration date. 

• Before the expiration of direct membership, a notification with a link to a membership 
renewal request may be sent to the user. 

• Indirect membership remains active as long as the user is an active member in at least 
one subordinate group in the hierarchy or in an included group. 

3.4.3. Inactive Membership in a Group  

• During the period of inactive membership, the user may have limited access to services 
made accessible to the given group. Personal data and settings related to the given 
group remain preserved. 

• Inactive membership may be caused by: expiration of membership in the given group; 
blocking for security reasons. 

3.4.4. Termination of Membership in a Group  

• A user who ceases to be a member of a VO automatically ceases to be a member of 
all its groups. 

• Direct membership can be cancelled manually by the VO administrator or delegated 
group administrator. 

• Direct membership can be cancelled by synchronisation from an external system. 
• Indirect membership is cancelled if the links between groups are removed or the user 

ceases to be a member of all linked groups. 
• Direct and indirect membership is cancelled upon deletion of the group.  
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3.5. Life Cycle of a Service Account  
 

3.5.1. Creation of a Service Account  

A service account is not a representation of a natural person but is created for the purpose of 
machine access (machine-to-machine), for example, in process automation. Each service 
account always has a clearly defined owner. It is always created for a specific purpose, but 
this is not recorded in e-INFRA CZ AAI. The owner bears full responsibility for the correct use 
and security of the service account. When creating a service account, the following applies: 

• It is created by the administrator of a VO. 
• It always has one or more owners. 
• It is subject to standard membership in the VO and groups (except for expiration rules), 

meaning it must have all required attributes filled in. 

3.5.2. Management of a Service Account  

The following operations can be performed with a service account: 

• Changes of service account owners. 
• Changes of membership in VOs and groups. 
• Login and password configuration. 

Rules for the expiration of service account membership in a VO are as follows: 

• Service account membership in a VO is valid if at least one of the owners has valid 
membership in the same VO and the service account is not in a Disabled state. 

• Check and adjustment of expirations is on a regular basis (daily). 
• If all owners are expired, the service account will expire immediately. 
• Expiration is recalculated upon adding or removing an owner. 
• At the moment the service account expires, a notification is sent to the account owners. 

3.5.3. Termination of a Service Account  

• Proceeds in the same way as in the case of termination of a regular user account, see 
section Termination of User Account. 

• Termination of service account membership in a VO is governed by the set rules of the 
VO. 

• If a service account is not a member of any VO, it is subsequently deleted from the 
system. 

3.6. Life Cycle of a Facility 
 

3.6.1. Creation of a Facility  

A Facility object within the AAI system represents a device, group of devices, or software 
system (e.g., computing cluster, data storage, web or mail server) to which access is 
controlled. A Facility represents a service and is the basic unit of access control; if it is a group 
of devices, they have a uniform configuration. Access to a Facility is obtained by members of 
virtual organisations through so-called Resources. The Facility administrator is responsible for 
allocating Resources to individual virtual organisations. The VO administrator is responsible 
for assigning groups of VO members to these resources. 
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• Conditions for creating a Facility representing a service are listed in the section 5. 
Conditions for Connecting Services. 

• A Facility can be created in two ways: 
1. By submission and approval of a request by any user through the registration 

application (SPadmin). The applicant becomes the Facility administrator. 
2. By manual creation by the e-INFRA CZ AAI operator. 

• The Facility administrator may designate other Facility administrators. 

3.6.2. Operation of a Facility  

• Within operation, the Facility administrator manages Facility settings according to their 
needs and system capabilities. 

• The Facility administrator arranges access for members of virtual organisations with 
the relevant VO administrators. 

• The Facility administrator is responsible for creating and cancelling Resources for 
individual VOs. 

• e-INFRA CZ AAI transfers data about users to the service represented by the Facility, 
as described in the section 2.1Transfer of Personal Data to Services. 

3.6.3. Termination of a Facility  

• The necessity of a Facility is regularly checked every year. If the Facility administrator 
does not confirm its necessity, the Facility will be cancelled after a period of two months 
from the sending of the confirmation request. 

• The Facility administrator may cancel it themselves in the Perun system administrative 
interface or in the SPadmin application. 
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4. Rights and Obligations  

4.1. Users  

The User is entitled to: 

1. Manage their user account (change contact details and other settings). 
2. Use e-INFRA CZ AAI for access to services. 

The User is obliged to: 

1. Secure their user account against misuse, loss, or theft. 
2. Provide cooperation to the e-INFRA CZ AAI operator. 
3. Keep all their data current. 
4. Not misuse discovered system errors to gain higher privileges, but report them to the 

e-INFRA CZ AAI operator. 
5. Report loss or misuse of their access data to the contacts listed on the website 

https://csirt.cesnet.cz/. 

4.2. Operator of e-INFRA CZ AAI  

The Operator is entitled to: 

1. Manage and monitor e-INFRA CZ AAI. 
2. Suspend user access upon violation of rules or security risks. 
3. Decide on connecting and disconnecting services. 
4. Change technical parameters of e-INFRA CZ AAI. 

The Operator is obliged to: 

1. Respond quickly and effectively to outages and security incidents, report them to 
relevant parties, and ensure rectification. 

2. Inform users about relevant changes in e-INFRA CZ AAI. 

4.3. Users with Higher Privileges  

A user with higher privileges is a user who has been assigned administrative privileges within 
e-INFRA CZ AAI. They must fulfill all user obligations according to 4.1 and additionally use 
users' personal data only for the purposes for which they were obtained. 

4.3.1. Virtual Organisation Administrator  

The VO Administrator is entitled to: 

1. Use the VO in accordance with the purpose for which it was founded. 
2. Create service accounts, see section 4.3.3. 

The VO Administrator is obliged to: 

1. Adhere to VO management rules in accordance with the Conditions for access to e-
INFRA CZ infrastructure. 

https://csirt.cesnet.cz/
https://www.e-infra.cz/cs/file/8c17a18b8d2d21bade1fe2b4b0efe81c/525/20210408_Podminky_e-INFRA-CZ_EN.pdf
https://www.e-infra.cz/cs/file/8c17a18b8d2d21bade1fe2b4b0efe81c/525/20210408_Podminky_e-INFRA-CZ_EN.pdf
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2. Ensure necessary cooperation with e-INFRA CZ AAI administrators for the smooth 
functioning of systems and services. 

3. Set and maintain rules for the creation of membership and its life cycle. 
4. Set and maintain the registration form and notification templates for users. 
5. Place a link to information on personal data processing in the registration form. 
6. Train users to whom they have delegated part of their privileges. 
7. Collect only personal data defined in the section Processing of Personal Data or 

defined by contract with the e-INFRA CZ AAI operator. 
8. Notify the e-INFRA CZ AAI operator of all changes affecting the VO life cycle (transfer 

of VO to another administrator, termination of VO activity). 
9. Ensure notification of changes to purposes of collection, scope, and processing of 

personal data to users who are members of the VO. 
10. Ensure that at least one of the VO administrators is an eligible user of e-INFRA CZ 

(according to section 1.5.1 of these conditions). 

4.3.2. Service Administrator  

The Service Administrator is entitled to: 

1. Ban a user from accessing the service if the user violated the service's operating 
conditions or represents a security risk. 

2. Change the service configuration in e-INFRA CZ AAI. 

The Service Administrator is obliged to: 

1. Train other service administrators to whom they have delegated part of their privileges. 
2. Ensure notification to the e-INFRA CZ AAI operator regarding the commencement of 

the service termination process. 
3. Maintain an up-to-date document with the service's operating conditions and 

information on personal data processing and notify users of all changes thereto. 
4. Maintain current data about the service recorded in e-INFRA CZ AAI. 
5. Report security incidents regarding e-INFRA CZ users to the contacts listed on the 

website https://csirt.cesnet.cz/. 

4.3.3. Owner of a Service Account  

When higher privileges are assigned to a service account, the relevant rights and obligations 
pass to its owners. 

The Service Account Owner is entitled to: 

1. Add and remove other owners of the service account. 
2. Manage the service account in a manner similar to a user account, including 

authentication mechanisms. 

The Service Account Owner is obliged to: 

1. Ensure that the service account always has at least one owner. 
2. Request the cancellation of the service account from the e-INFRA CZ AAI Operator if 

its need ceases. 
3. Train new owners of the service account. 
4. Not misuse the service account for personal access. 

https://www.e-infra.cz/en/personal-data-processing
https://csirt.cesnet.cz/


Document classification: public                              17                                    Version 1.0.1 EN 

5. Conditions for Connecting Services  

1. The following Services can be connected to e-INFRA CZ AAI: 
o Services of Operators of the e-INFRA CZ consortium. 
o Services operated by other organisations, if these services are intended to 

support scientific, research, educational, cultural, development, or innovation 
activities. 

2. A request to connect a Service is submitted by an authorised employee of the 
organisation (hereinafter "applicant" or "Service administrator"), which is one of the 
Operators of the e-INFRA CZ consortium, or an organisation that has a contract 
concluded for this purpose with the e-INFRA CZ AAI operator. 

3. An organisation with the right to request the connection of a Service to e-INFRA CZ 
AAI must appoint a responsible person (hereinafter "administrative contact") who 
confirms on its behalf the correctness of data and legitimacy of every request submitted 
by the applicant on behalf of their organisation, typically when moving the Service to 
the production environment. The administrative contact simultaneously acts in the role 
of administrator of all Services connected by their organisation. 

4. The applicant must state mandatory data describing the connected Service for each 
Service, primarily data about its operator, what personal data it collects and for what 
purpose, and other data necessary for the technical connection of the service to e-
INFRA CZ AAI. 

5. The e-INFRA CZ AAI Operator decides on the connection of a Service. There is no 
legal claim to the connection of a Service. After approval of the request, each Service 
is included in the test environment, and the applicant becomes the Service 
administrator. User access to the Service in the test environment is typically limited, 
and users are informed of this fact when accessing the Service. 

6. After successful testing of the Service in the test environment, it is possible to request 
its move to the production environment. This is subject to approval by the 
administrative contact of the applicant's organisation and the e-INFRA CZ AAI 
operator. 

7. The Service Administrator has the obligation to keep information provided during 
Service registration up to date. 

8. The Service Administrator has the right to add and remove other persons from the role 
of service administrator. 

9. Changes to technical and registration data of the connected Service are subject to 
further approval by the e-INFRA CZ AAI operator. 

10. The Service Administrator may request the cancellation, or disconnection, of the 
Service from e-INFRA CZ AAI. The request is subject to approval by the e-INFRA CZ 
AAI operator. 

11. The e-INFRA CZ AAI Operator reserves the right to disconnect a connected Service 
or limit access to it at any time, primarily for reasons of: 

o Termination or violation of the contractual relationship with the e-INFRA CZ AAI 
operator. 

o Discovery of long-term technical non-functionality of the Service. 
o Inactivity of the Service administrator or the administrative contact of their 

organisation. 
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6. Providing a Virtual Organisation  

A virtual organisation may be established for: 

1. An eligible user of e-INFRA CZ (person) for the needs of managing access of their 
team or scientific community to services connected to e-INFRA CZ AAI. 

2. An organisation for the needs of managing access of its users to services connected 
to e-INFRA CZ AAI. 

For the establishment of a virtual organisation, the following conditions must be met: 

1. Appointment of VO administrators. 
2. Defined life cycle of membership in the VO and conditions for membership in the VO. 
3. Defined purpose and period of necessity for the existence of the VO. 
4. If the VO is established for an organisation, and the organisation requests the 

collection of personal data beyond the scope set by these conditions in the section 
Processing of Personal Data, the organisation becomes the controller of such personal 
data and is obliged to conclude a written personal data processing agreement with the 
e-INFRA CZ AAI operator as the processor. 

5. If the VO is established for a person, the collection of personal data or their use for 
other purposes beyond the scope set by these conditions is not possible. 

There is no legal claim to the establishment of a VO, and the e-INFRA CZ AAI operator decides 
on its establishment. 

  

https://www.e-infra.cz/en/personal-data-processing
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7. Final Provisions  

1. These Terms of Service of e-INFRA CZ AAI become effective on the day of their 
publication. 

2. The e-INFRA CZ AAI Operator reserves the right to modify or supplement the 
conditions at any time, whereby changes will be announced to users through suitable 
communication channels. 

3. In case of discrepancies between Czech and English versions these Terms of Service 
of e-INFRA CZ AAI, the Czech version shall prevail. 


